Vehicular Ad hoc Network (VANET) has gone through a rich amount of research and currently is making its way towards the deployment. However, surprisingly it evolved to rather more applications and services-rich breed referred to as VANET-based clouds due to the advancements in the automobile and communication technologies. Security and privacy have always been the challenges for the think tanks to deploy this technology on mass scale. It is even worse that some security issues are orthogonally related to each other such as privacy, revocation and route tracing. In this paper, we aim at a specific VANET-based clouds framework proposed by Hussain et al. namely VANET using Clouds (VuC) where VANET and cloud infrastructure cooperate with each other in order to provide VANET users (more precisely subscribers) with services. We specifically target the aforementioned conflicted privacy, route tracing, and revocation problem in VANET-based clouds environment. We propose a multiple pseudonymous approach for privacy reasons and leverage the beacons stored in the cloud infrastructure for both route tracing and revocation. In the proposed scheme, revocation authorities after colluding, can trace the path taken by the target node for a specified timespan and can also revoke the identity if needed. Our proposed scheme is secure, conditional privacy preserved, and is computationally less expensive than the previously proposed schemes.
I. Introduction
The push for Vehicular Ad Hoc NETwork and full privacy mechanism is favorable for the users; however, it gives room to the adversaries to exploit it and penetrate from the other ends in the form of Sybil attacks and so forth. Therefore for liability reasons, these users must be subject to revocation and in some cases the route they take must be traced, in case of any dispute such as a deadly accident or a terrorist attack. The tradeoff solution for aforementioned phenomenon is conditional privacy. Academia and research institutions have spawned their resources to take out the very roots of the security and privacy challenges in VANET [3] [4] [5] .
In order to fully utilize the resources of current and near-future high-end vehicles, traditional VANET evolved to VANETbased clouds as a result of the combination of two emerging fields; VANET and Cloud
Computing (CC). The main driving force behind the VANET-based clouds is that practically our cars' resources are wasted for most of the time (for instance our cars are parked and remain idle for most part of the day, i.e. tens of hours a day). It would be ideal if the car would be capable of utilizing its processing, computing, storage, and communication resources [6] . The cars could rent out the resources and earn some revenue as well.
In this paper, we aim at a specific class of VANET-based clouds framework namely VuC (VANET using Clouds) [7] , and This paper is the extended version of our work in [21] . However, in this paper, our approach is different from [21] . Due to the security and brute force overhead of the revocation and route tracing in identityless privacy-preserving approach, we introduced trapdoor-based pseudonyms that guarantee privacy to the users and guarantee liability in case of a dispute as well. The pseudonyms approach is carefully designed in order to provide the same level of privacy and reduce the revocation overhead as well as keep the adversaries at the bay to launch attacks such as Sybil attacks.
Moreover, we also rigorously analyze our proposed scheme with respect to the previously proposed schemes.
The rest of the paper is structured as follows. Section II discusses the design rationale and baseline of the proposed scheme. Section III presents our proposed revocation and route tracing mechanism, followed by evaluation of our proposed scheme in section IV. State of the art is discussed in section V followed by concluding remarks in section VI. 
II. Design Rational and System Model

System Setup
The notations throughout this paper are listed in Table 1 .
System Initialization
We use ElGamal encryption algorithm [10] over the ECC (Elliptic Curve Cryptography) [11] to encrypt   and   .
Let G be a cyclic group of prime order  where G is generated by . DMV first chooses ∈   as its private key and computes    as its public key. DMV then uses threshold based secret share scheme [12] and divides s into j parts where j is the number of revocation authorities, each carries a share   and          . In order to construct s from individual   , must elect one of them to be group leader and construct s from combination of individual   .
TRH Initialization
The owner of the vehicle physically visits 
Pseudonym Generation
DMV generates number of pseudonyms for each vehicle and saves it in the TRH.
The pseudonyms are generated by taking vehicle's secret counter   and increments it by   as follows: 
Privacy-Aware Beaconing
We extend Hussain et al.'s identityless beaconing mechanism [5] in our proposed scheme. The beacon format is given below:
Where  is the beacon broadcasted by vehicle V containing data  which . Geolock-based encrytpion [9] information based on physical sections of the road. CKB saves the beacon and indexes it with current time. The overall process is illustrated in Fig. 2 .
Geolock-based Encryption
Traditionally in VANET, awareness information like speed, location, and heading information is sent in plaintext.
Such scenario gives room to outsiders to generate movement profiles of the targets. 
IV. Analysis and Evaluation
In this section we analyze our proposed scheme from security, conditional privacy, and computational overhead standpoint.
Security Analysis
The security requirements for beacons are authentication, data integrity, user and location privacy, and confidentiality. Due to high beacon frequency, we employ loose 
Identity Preservation and Conditional Privacy
Comparison with Other Schemes
We compare our proposed scheme with 
V. State of the Art
In this section we put light on the state of the art regarding standalone VANET and VANET-based clouds.
Standalone VANET
To date, a number of schemes have been proposed to preserve privacy and alleviate security threats in VANET [2, 4] . In 
